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SUBJ/ COVMUNI CATI ONS SECURI TY ( COVBSEC) AND | NFORVATI ON SYSTEMS

MONI TORI NG REQUI REMENTS/ /

REF/ A/ DOC/ NTI SSDY 10APR90/ /

REF/ B/ DOC/ SECNAV/ 08SEP82/ /

REF/ C/ DOC/ NTI SSDY 05FEB93

REF/ DY DOC/ GCDODf 27MAR97/ /

NARFR/ REF A |'S NTI SSD NO. 600 NATI ONAL COMSEC MONI TORI NG | NSTRUCTI ON.
REF B IS SECNAVI NST 3264.1 COVBEC TELMON & RECORDI NG

REF C IS NTISSD NO. 502 NATI ONAL SECURI TY TELECOMMUNI CATI ONS AND
AUTOVATED | NFORVATI ON SYSTEMS SECURI TY. REF D IS GENERAL COUNSEL OF
THE DEPARTMENT OF DEFENSE MEMORANDUM FOR COVMUNI CATI ONS SECURI TY AND
| NFORMATI ON SYSTEMS MONI TORI NG /

RWKS/ 1. SUMVARY. THI S MESSAGE PROVI DES POLI CY GUI DANCE ON COVSEC
AND | NFORMATI ON SYSTEMS MONI TORI NG RESTRI CTI ONS, | NCLUDI NG PRI OR
CONSENT AND NOTI FI CATI ON REQUI REMENTS/ PROCEDURES AND AUTHORI TY FOR

CONDUCTI NG COVSEC AND | NFORVATI ON SYSTEMS MONI TORI NG REQUEST W DEST



DI SSEM NATI ON.

2. BACKGROUND. REFS A AND B PROVI DE PCLI CY FOR CONDUCTI NG COVSEC
AND | NFORVATI ON SYSTEMS MONI TORI NG ACTI VI TI ES. PRESENT PCLI CY
EXTRACTS ARE AS FCOLLOWG:

A. THE GENERAL COUNSEL OF THE NAVY MJST DETERM NE THAT

SUFFI CI ENT NOTI CE HAS BEEN G VEN W THI N THE USN USMC THAT USE OF
OFFICI AL U. S. GOVERNMENT COVPUTER AND TELECOVMUNI CATI ONS SYSTEMS COR
FACI LI TI ES CONSTI TUTES CONSENT TO COVBEC MONI TORI NG

B. CNO SHALL PROVI DE A BI ENNI AL REPORT TO THE GENERAL COUNSEL

OF THE NAVY OF ACTI ON TAKEN W THI N THE DEPARTMENT OF THE NAVY ( DON)
TO NOTI FY USERS OF GOVERNMENT COVMPUTER AND TELECOMMUNI CATI ON SYSTEMS
OF COVBEC MONI TORI NG AND CONSENT TO MONI TORI NG

C. | NDI VI DUAL COVSEC MONI TORI NG OPERATI ONS SHALL BE AUTHORI ZED

ONLY FOR A REASONABLE PERI OD OF TI ME NOT TO EXCEED ONE YEAR

3. DEFINITIONS. THE FOLLOW NG DEFI NI TI ONS FROM REFS A AND C ARE
PROVI DED FOR A COVMON FRANMVEWORK:

A. AUTOVATED | NFORVATI ON SYSTEMS: ANY EQUI PMENT OR
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| NTERCONNECTED SYSTEM OR SUBSYSTEMS OF EQUI PMENT THAT IS USED I N THE
AUTOVATED ACQUI SI TI ON, STORAGE, MANI PULATI ON, MANAGEMENT,

MOVEMENT, CONTRCOL, DI SPLAY, SW TCHI NG, | NTERCHANGE, TRANSM SSI ON, OR
RECEPTI ON OF DATA AND | NCLUDES COVPUTER SOFTWARE, FI RMMARE, AND
HARDWARE.

B. TELECOMMUNI CATI ON:  THE PREPARATI ON, TRANSM SSI ON,

COVMUNI CATI ON, OR RELATED PROCESSI NG OF | NFORVATI ON (WRI TI NG, | MAGE,

SCUNDS, OR OTHER DATA) BY ELECTRI CAL, ELECTROVAGNETI C,



ELECTROVECHANI CAL, ELECTRO- OPTI CAL, OR ELECTRONI C MEANS.

C. TELECOWMUNI CATI ONS SYSTEMS: THE | NTERCONNECTED DEVI CES

USED TO TRANSM T ANDY OR RECEI VE COVMUNI CATI ONS OR PROCESS
TELECOVMUNI CATI ONS; THE DEVI CES MAY BE ELECTRI CAL, ELECTROVAGNETI C,
ELECTROVECHANI CAL, OR ELECTRO- OPTI CAL.

4. ACTI ON. ADDEES W LL ENSURE CONTI NUED COWPLI ANCE W TH

REQUI REMENTS TO

A. GENERAL. NOTIFY ALL M LI TARY AND CI VI LI AN COVWWAND PERSONNEL
ONAMNMMOF A QUARTERLY BASI S THROUGH NOTI CES | N THE PLAN OF THE
DAY OR OTHER SI M LAR PUBLI CATI ONS THAT DI SCUSSI ON OF CLASSI FI ED

| NFORVATI ON OVER NONSECURE COVMUNI CATI ONS |'S PROHI BI TED, THAT

OFFI CI AL GOVERNVENT TELECOMVUNI CATI ONS SYSTEMS AND FACI LI TI ES,
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| NCLUDI NG OFFI CI AL DOD COVPUTERS, TELEPHONES, COWPUTER SYSTEMS, AND
TELEPHONE SYSTEMS, ARE SUBJECT TO COVSEC MONI TORI NG AT ALL TI MES, AND
THAT USE OF SUCH SYSTEMs, FACI LI TIES, COVPUTERS OR TELEPHONES

CONSTI TUTES CONSENT TO COVSEC MONI TORI NG THE | MPORTANCE OF

PROVI DI NG ADEQUATE NOTI CE HAS BEEN HEI GHTENED BY THE SECOND AMENDMENT
OF THE JO NT ETHI CS REGULATI ON WHI CH HAS RELAXED PRI OR RESTRI CTI ONS
ON THE USE OF DOD TELECOVVUNI CATI ONS SYSTEMS FOR PERSONAL USE. REF D
ARTI CULATES THE ALLOWABLE PERSONAL USE OF DOD SYSTEMS AND STI PULATES
THAT PERM TTED PERSONAL USE OF THESE SYSTEMS IS SUBJECT TO

MONI TORI NG, | N ADDI Tl ON, | NCORPORATE THE ABOVE | NFORVATI ON | N

ORI ENTATI ON BRI EFI NGS FOR ALL NEWY JO NED/ H RED PERSONNEL.

B. OFFI Cl AL COWUTER/ COWUTER SYSTEMS. ALL DON COVMPUTERS AND

COVPUTER SYSTEMS ARE REQUI RED TO DI SPLAY AN APPROVED LOGON WARNI NG



BANNER THAT SERVES TO PROVI DE THI' S NOTI FI CATI ON OF COVBEC MONI TCORI NG
AND CONSENT TO COVSEC MONI TORI NG, THE LEGALLY APPROVED LOGON BANNER
TO BE USED | S AS FOLLONG: "THI S | S A DEPARTMENT OF DEFENSE COWMPUTER
SYSTEM TH S COVPUTER SYSTEM | NCLUDI NG ALL RELATED EQUI PMENT,
NETWORKS AND NETWORK DEVI CES ( SPECI FI CALLY | NCLUDI NG | NTERNET
ACCESS), ARE PROVI DED ONLY FOR AUTHORI ZED U. S. GOVERNMVENT USE. DOD
COVPUTER SYSTEMS MAY BE MONI TORED FOR ALL LAWFUL PURPOSES, | NCLUDI NG
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TO ENSURE THAT THEIR USE | S AUTHORI ZED, FOR MANAGEMENT OF THE SYSTEM
TO FACI LI TATE PROTECTI ON AGAI NST UNAUTHORI ZED ACCESS, AND TO VERI FY
SECURI TY PROCEDURES, SURVI VABI LI TY AND OPERATI ONAL SECURI TY.

MONI TORI NG | NCLUDES ACTI VE ATTACKS BY AUTHORI ZED DOD ENTI TI ES TO TEST
OR VERIFY THE SECURITY OF THI S SYSTEM DURI NG MONI TORI NG,

| NFORVATI ON MAY BE EXAM NED, RECORDED, COPI ED AND USED FOR AUTHCRI ZED
PURPCSES. ALL | NFORMATI ON, | NCLUDI NG PERSONAL | NFORVATI ON, PLACED ON
OR SENT OVER THI S SYSTEM MAY BE MONI TORED. USE OF THI S DOD COVPUTER
SYSTEM AUTHORI ZED OR UNAUTHORI ZED, CONSTI TUTES CONSENT TO MONI TORI NG
OF THI'S SYSTEM UNAUTHORI ZED USE NMAY SUBJECT YOU TO CRI M NAL
PROSECUTI ON. EVI DENCE OF UNAUTHORI ZED USE COLLECTED DURI NG

MONI TORI NG MAY BE USED FOR ADM NI STRATI VE, CRI M NAL OR ADVERSE
ACTION. USE OF THI S SYSTEM CONSTI TUTES CONSENT TO MONI TORI NG FOR
THESE PURPOSES. "

C. OFFI Cl AL TELEPHONE/ TELEPHONE SYSTEMS.

(1) PROM NENTLY DI SPLAY FOLLOW NG STATEMENT ON FRONT COVER OF

ALL OFFI Cl AL USN USMC COMVAND/ AREA TELEPHONE DI RECTCRI ES (FI RST TVWO

SENTENCES | N CAPS AND UNDERLI NED): " DO NOT DI SCUSS CLASSI FI ED



| NFORVATI ON ON NONSECURE TELEPHONES. OFFI Cl AL DOD TELEPHONES ARE
SUBJECT TO MONI TORI NG FOR COVMUNI CATI ONS SECURI TY PURPOSES AT ALL
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TI MES. DOD TELEPHONES ARE PROVI DED FOR THE TRANSM SSI ON OF OFFI Cl AL
GOVERNMENT | NFORVATI ON AND ARE SUBJECT TO COVMUNI CATI ONS SECURI TY
MONI TORI NG AT ALL TIMES. USE OF OFFI Cl AL DOD TELEPHONES CONSTI TUTES
CONSENT TO COMBEC TELEPHONE MONI TORI NG. "

(2) ATTACH DECALS TO THE LOAER FRONT PORTI ONS OF NONSECURE
TELEPHONES, WHI CH STATE: " DO NOT DI SCUSS CLASSI FI ED | NFORVATI ON.
THI'S TELEPHONE |'S SUBJECT TO MONI TORI NG AT ALL TIMES. USE OF THI' S
TELEPHONE CONSTI TUTES CONSENT TO MONI TORI NG, "

D. USE THE | NFORVATI ON | N PARA 4A ABOVE | N APPROPRI ATE TRAI NI NG
PROGRAMS | N SUCH A MANNER THAT ALL COVMUNI CATI ONS PERSONNEL, ClI RCUI T
OPERATORS, SYSTEM ADM NI STRATORS AND USERS OF GOVERNMENT COVPUTER,
TELEPHONE, TELECOVMUNI CATI ONS SYSTEMS AND COMVUNI CATI ONS CI RCUI TS
ON WHI CH THEY OPERATE ARE AWARE THAT THEY ARE SUBJECT TO COVBEC
MONI TORI NG, AND THAT OPERATI ON OF THESE SYSTEMS CONSTI TUTES CONSENT
TO MONI TORI NG

5. AUTHORI ZATI ON.

A. BASED ON GENERAL COUNSEL COF THE NAVY DETERM NATI ON, FLTCI NC
AUTHORI TY TO APPROVE COVBEC MONI TORI NG REQUESTS FOR COVIVANDS W THI N
THE FLTCINC CHAIN OF COMVAND |'S CONTI NUED UNTIL 17 APR 99.
COWNAVSECCGRU AUTHCORI TY TO APPROVE REQUESTS FROM COMVANDERS/ COMVANDI NG
OFFI CERS WHOSE REGULAR REPORTI NG SENIOR I'S NOT WTHI N THE FLTCI NC
CHAIN OF COVMWAND |'S ALSO CONTI NUED UNTIL 17 APR 99.

B. IN ADDI TI ON TO ABOVE, FLTCI NCS NMAY CONTI NUE TO AUTHORI ZE



SUBCRDI NATE COMVANDERS/ COMVANDI NG OFFI CERS TO APPROVE AND CONDUCT
TACTI CAL COVBEC MONI TORI NG OPERATI ONS W THI N THEI R RESPECTI VE
COVWANDS FOR PERI ODS NOT TO EXCEED ONE (1) YEAR. TACTI CAL COVSEC
MONI TORI NG | S DEFI NED AS LI STENING TO, COPYlI NG OR RECORDI NG, BY ANY
MEANS THE CONTENT OF OFFI Cl AL COVMUNI CATI ONS FROM TO OR BETWEEN ANY
SHI P, Al RCRAFT, AND SHORE ELEMENTS IN A TACTI CAL ENVI RONMENT, NOT

| NCLUDI NG TELEPHONE COVMUNI CATI ONS, TO DETERM NE THE DECREE OF
SECURI TY BEI NG PROVI DED THOSE COVIVUNI CATI ONS.

C. COVBEC TELEPHONE MONI TORI NG ( TELMON): W THI N THE FLTCI NC

CHAI'N, COVSEC TELMON MAY BE | NI TI ATED BY THE FLTCI NC. | NDI VI DUAL
COMVANDS SUBM T REQUESTS FOR COVSEC TELMON SERVI CES VI A

OPERATI ONAL CHAI N OF COVMAND TO FLTCI NC/ COWAVSECGRU, AS
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APPROPRI ATE. A SENI OR MAY REQUEST COMSEC TELMON OF SUBORDI NATE
ELEMENTS. ECHELON TWO COVMANDERS, OR COMMANDERS OUTSI DE OF THE
FLTCI NC CHAI N, MAY COORDI NATE W TH THE FLTCI NC VI A COVNAVSECCRU TO
PROVI DE TELMON OPERATI ONS ON THEI R SUBCRDI NATES W THI N A FLTClI NC AREA
OF RESPONSI BI LI TY. FOLLOW NG APPROVAL, FLTCI NCS/ COMWNAVSECGRU W LL

| SSUE TASKI NG DI RECTI VES FOR SPECI FI C COVSEC TELMON OPERATI ONS.

D. COVBEC MONI TORI NG OTHER THAN TELEPHONES: SUBM T REQUESTS FOR
CONDUCT OF COVSEC AND | NFORMATI ON SYSTEMS MONI TORI NG OF DON
TELECOVMUNI CATI ONS SYSTEMS SUCH AS ASSOCI ATED AUTOVATED | NFORVATI ON
SYSTEMS AND TACTI CAL NETS, VI A OPERATI ONAL CHAIN OF COMVAND TO
FLTCI NCS/ COWAVSECGRU AS APPROPRI ATE, FOR APPROVAL. GUI DELI NES COF
PARA 5C ALSO APPLY.

6. COVSEC MONI TORI NG W THI N DON W LL BE CONDUCTED ONLY BY AUTHORI ZED



PERSONNEL WHO ARE TRAI NED PROPERLY | N LEGALLY APPROVED COVSBEC

MONI TORI NG PROCEDURES. | SSUANCE OF APPROPRI ATE COVBEC MONI TORI NG

GUI DANCE AND PROCEDURES TO ENSURE COWPLI ANCE WTH REF B | S THE

RESPONSI Bl LI TY OF COVNAVSECGRU.

7. A COVBEC MONI TCRI NG EFFORT TO RECOVER TEXT FROM ENCRYPTED DON

TRAFFI C SHALL NOT BE UNDERTAKEN W THOUT SPECI FI C PRI OR APPROVAL OF

THE USI NG COMVANDER/ COMMANDI NG OFFI CER.
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8. SUMVARY. COVMUNI CATI ONS SECURI TY AND | NFORVATI ON SYSTEMS

MONI TORI NG W LL BE CONDUCTED I N ACCORDANCE W TH ALL APPLI CABLE

REFERENCES AND THI S ALCOM

9. TH S MESSAGE HAS BEEN COORDI NATED W TH CMC.

10. RELEASED BY VADM CEBROVKSI, USN.//
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